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Abstract—In this paper, we introduce a method for visualizing
and classifying malware binaries. A malware binary consists of
a series of data points of compiled machine codes that represent programming components. The occurrence and recurrence
behavior of these components is determined by the common
tasks malware samples in a particular family carry out. Thus,
we view a malware binary as a series of emissions generated
by an underlying stochastic process and use recurrence plots to
transform malware binaries into two-dimensional texture images.
We observe that recurrence plot-based malware images have
significant visual similarities within the same family and are
different from samples in other families. We apply deep CNN
classifiers to classify malware samples. The proposed approach
does not require creating malware signature or manual feature
engineering. Our preliminary experimental results show that the
proposed malware representation leads to a higher and more
stable accuracy in comparison to directly transforming malware
binaries to gray-scale images.
Index Terms—Malware Classification, Deep Learning, Recurrence Plots, Visualization, Static Analysis

I. I NTRODUCTION
Malware is a malicious code that performs harmful or unauthorized actions on target computer systems [1]. Traditional
malware analysis methods extract and create a model of known
malicious behavior such as a specific sequence of instructions,
called signature [2]. Creating malware signatures and updating
signature databases often needs manual work and cannot cope
with the rapid growth of malware-based attack groups as
reported by Symantec and AvTest [3], [4]. This results in an
increasing number of previously unknown malware that is not
detected by traditional virus scanners.
Other approaches to analyze malware employ machine
learning and deep learning to identify and classify malware
based on their similarities. The classification process consists
of two steps: 1) taking a feature vector of an instance to be
classified, and 2) mapping the feature vector to a class label
[5]. Classification problems are solved by finding a mapping
function f : x → y, that is defined as follows:
y = f (x)

often impossible. Thus, a numerical representation of the mapping function is more desirable. Motivated by neural science
research, convolutional neural networks (CNNs) are proposed
to address the aforementioned classification challenge. CNNs
are well suited for approximating complicated and highly
nonlinear mapping functions. CNN-based classifiers have had
great success in learning features and image classification
tasks [7] [6], as well as in one-dimensional (1D) data classification. Some examples of 1D data classification include
using on-body sensor-collected time series to identify human
activities [8], speech recognition [9] and biological sequences
classification [10]. Researchers have also used CNN in the
cybersecurity domain. In the context of malware analysis,
Nataraj et. al transform malware binaries to grayscale images
in order to take advantage of image processing techniques
[11]. Inspired by the similarities among malware images and
recent success of CNN, Kalash et al. [12] develop a system
that successfully classifies malware using CNN with a higher
performance than other alternatives such as Support Vector
Machine (SVM). Application of CNN and image processing
techniques to malware analysis has been promising. However,
this area is not fully explored yet. For instance, recurrence
plots (RP) are also known to expose patterns that are caused by
the dynamic behavior of processes [13] [14]. This motivated us
to explore the research question how effective are recurrence
plots for visualizing and classifying malware binaries?
In this paper, we investigate a novel method for visually
analyzing malware binaries. The proposed method uses
RPs to transform malware binaries into two-dimensional
texture images and applies deep CNN classifiers to categorize
malware images into families. We perform experiments to
compare the performance of deep CNN using recurrence
plots and using images directly transformed from malware
binaries. Our experimental results show that the RP images
not only have significant visual similarities but also lead to
higher accuracy than directly transformed malware images.

(1)
II. R ELATED W ORK

where x is a feature vector and y is a class label. In many applications, mapping functions between features and classes are so
complicated and obtaining analytic forms of these functions is
First and second authors contributed equally to this work.

In this section, we briefly review the recent works on malware classification using images and deep learning. Interested
readers can refer to [2] for a comprehensive survey on malware
analysis techniques.

Fig. 1. Comparison of RPs vs. Directly Converted Images with Different
Sizes. (a)-(b): Directly converted images from TDownloader family, of sizes
497×384 and 994×192 respectively ( Retrieved from Malimg dataset ). (c)(d): RPs of the malware file, of size 4092×4092 and 16308×16308. (e)(f): Directly converted images of an example in the 11th category, of sizes
488×512 and 976×256. (g)-(h): RPs of the malware file, of size 4092×4092
and 16308×16308.

Nataraj et al. [11] represent malware binaries as grayscale
images. More specifically, they first read each binary as a
vector of 8-bit unsigned integers. Then they transform the
vectors into a two-dimensional array directly in a row-major
order. Each element in the two-dimensional array is an integer
number between 0 (i.e. black) and 255 (i.e. white). The authors
show that malware instances that belong to the same class have
similar visual appearances. Using the direct conversion method
introduced by [11], Kalash et al. [12] convert malware binary
files into grayscale images and develop a CNN-based architectures to classify malware images. They perform experiments
on two benchmark datasets, Malimg and Microsoft Malware,
and report the accuracy of 98.59% and 99.57%. The proposed
system takes advantage of the handcrafted GIST features
extracted by Gabor filters. Adjustments of the filter parameters
are empirical, and the feature extraction and classification steps
are separated. We use CNNs to automatically extract features
of the input data, and furthermore, parameters of feature

extraction filters are automatically optimized jointly with those
of the CNN classifiers during the training process. Besides that
we observed that using direct conversion, the malware images
change significantly as the image size changes in the same
category. On the other hand, the patterns of the RPs of the
same malware category are very similar and do not vary when
the sizes of data are different (In the above examples shown in
Figure 1, 4096 and 16384 data points are used respectively to
generate the RPs). One point that is worth emphasizing is that
patterns in RPs of different malware categories differentiate
from each other clearly. This is a salient feature of RPs when
they are used for classification.
Other researchers have used operational code [15], n-gram
[17] and system calls as features [18], [20]. For instance,
Gibert [15] uses one-dimensional CNN to classify malware
instances using x86 instructions. The paper treats opcodes
in an executable as words in a sentence and utilize a CNN
architecture that is originally introduced by Yoon Kim [16]
for sentence classification. In another work, Xiaofeng et. al
[18] treats malware instance as dyanmic sequence of behavior.
The authors develop a Long Short Term Memory (LSTM)
model to classify malware using an API call sequence X =
x0 , xt , . . . xn , where xi is a system call function obtained
by simulating malware execution in a sandbox. Tang et. al.
[19] obtain malware UDP and TCP flows and use recurrence
quantification analysis to classify malware traffic data. Unlike
the aforementioned work, we do not use dynamic analysis to
simulate malware behavior. We use static analysis of malware
binaries, yet view instructions in binaries as a series of
emissions generated by the underlying dynamic process and
model them similar to time series.
In addition to the aforementioned works, this research is
also inspired by [22], in which Hatami et. al. converted time
series to two-dimensional images using recurrence plots for
classification by deep CNN. We view both time series in
[22] and malware binary files as one-dimensional sequences
generated by an underlying stochastic process. They share
similarities of occurrence and recurrence behaviors and can
be visualized by RPs.
III. M ETHOD
This section describes our method for visualizing (Subsection A) and classifying (Subsection B) malware executable
files.
A. Using recurrence plots to visualize malware binaries
Like any software, malware programs contain programming
components such as logical branches, iterations,
function/system calls, and certain special-purpose code
blocks. A malware executable file consists of a series of data
points of compiled machine codes that represent programming
components. The occurrence and recurrence behavior of these
programming components is determined by the common
tasks malware samples in a particular family perform. Thus,
we view a malware binary as a series of emissions generated
by an underlying stochastic process, which is determined

Fig. 2. Steps to calculate recurrence plot. (a) Data Series. The values of data series are [2, 3, 4, 3, 4, 5, 6, 5, 4, 5, 6]. (b) 2D Phase Space Trajectory with
embedded time delay of 1 (m=2, τ =1). The 2D states are (2,3), (3,4), (4,3), (3,4), (4,5), (5,6), (6,5), (5,4), (4,5), (5,6), (6,5). Please note that the states (3,4),
(4,5), (5,6) and (6,5) are visited twice. (c) Recurrence plot (m=2, τ =1). In the R-matrix, Ri,j = Euclidean distance(Si , Sj ). *Generated partially using
the method in [23].

Fig. 3. Architecture of the CNN used in the experiments. CL 1, CL 2, and CL 3 are convolutional layers, FC1 and FC2 are the fully connected layers, and
Softmax is the classification layer.

by the tasks that are carried out by the malware. Each
malware has a different underlying stochastic process while
malware samples belonging to the same category share
similar underlying stochastic processes. We use recurrence
plots to visualize and characterize the recurrence of states
[13] [24]. A state in the phase space is defined as follows:
→
−
→
−
Si = (ui , ui+1 , ..., ui+(m−1)τ ), Si ∈ Rm

(2)

in which ui is the i-th observation (or emission) in the data
series, m and τ are dimension and embedded time delay of
the RP respectively.The definition of recurrence plot is given
as follows:
→
− −
→
→
−
Ri,j = Θ(ε− k Si − Sj k), Si ∈ Rm , i, j = {1, 2, ..., k} (3)
in which ε is a pre-defined threshold, k . k is the norm,
θ is the Heaviside function, k is the considered number
of states. Values of Ri,j is one or zero because of the

Heaviside function. In our application, to avoid losing detail
information due to binarization of thresholding, k . k is used
in the R-matrix. Thus, the recurrence plots in this paper
are two-dimensional gray-level images. Figure 2 shows the
steps to calculate a two-dimensional recurrence plot with
an embedded time delay of 1 (m=2, τ =1). RP consists of
single dots, diagonal, vertical and horizontal lines and blocks.
A diagonal line represents local variations, vertical and
horizontal lines represent the stability of states. Of course,
there are typology patterns in RPs that can not be easily
identified visually. Hence, convolutional neural networks are
used to learn the deep features of the RPs of malware binary
executable files in order to classify them into categories.

B. Convolutional Neural Networks for Malware Classification
We train a CNN to approximate the mapping function
between the feature vectors of malware samples and their

Fig. 4. The images in each column are samples of one malware family

families through supervised learning. In the supervised
learning mode, both artificial neural networks (ANNs) and
CNNs take pairs of training instances, defined as (Vi , Ci )
, in which Vi and Ci are the i-th feature vector and class
respectively, to adjust their parameters algorithmically. The
performance of an ANN depends on the selection of input
features from raw data [25]. The choice of input features
is empirical, i.e. trial and error. An advantage of CNNs
over ANNs is that CNNs can automatically extract features
from raw data. This salient characteristic is achieved by
the convolution layers in a CNN [26]. In the case of graylevel images, the behavior of CNN’s convolution layers is
formulated as follows:

actmap(x, y) =

+∞
X

+∞
X

g(n1 , n2 ) · f (x − n1 , y − n2 )

n1 =−∞ n2 =−∞

(4)
in which g is the gray-level image, f a two-dimensional
filter, and actmap(x, y) the output (called activation map) at
location (x, y). A convolutional layer consists of a number of
filters. The output of each filter (i.e. activation map) can be
considered as an abstraction of data. In the proposed malware
classification network, there are multiple convolutional layers.
A convolution layer sends its data abstractions to the layer
following it. This process is viewed as a process of generating
abstraction at multiple levels.
The CNN used for experiments consists of three convolutional layers of two-dimensional filters. There is a max-pooling
layer following the first two convolutional layers to smooth
out their activation maps. The first fully connected layer
takes the ”flattened” activation maps of the third convolutional
layer as its inputs. The softmax layer facilitates multipleclass classifications. The architecture of the CNN used for
experiments is depicted in Figure 3.

IV. E XPERIMENTS
In this experiments we apply CNNs to both recurrence
plots and images obtained by direct conversion as proposed
by [11]. We compare the performance of classifiers using the
two different types of malware images.

TABLE I
DATASET D ESCRIPTION
No
1
2
3
4
5
6
7
8
9

Family Name
Ramnit
Lollipop
Kelihos ver3
Vundo
Simda
Tracur
Kelihos ver1
Obfuscator.ACY
Gatak

Description
Worm
Adware
Backdoor
Trojan
Backdoor
Trojan
Backdoor
Obfuscated malware
Backdoor,Trojan

Samples
1541
2478
2942
478
42
751
398
1228
1013

A. Dataset
We perform experiments on 2015 Microsoft malware dataset
from Kaggle [27], [28] website. The dataset includes 10,868
malware samples. For each malware, there are two files: a
hexadecimal .byte file and a .asm file. The two files are
generated using the IDA disassembler tool. The files are
labeled with nine malware families: Ramnit, Lollipop, Kelihos
ver3, Vundo, Simda, Tracur, Kelihos ver1, Obfuscator.ACY
and Gatak.Table I shows each malware family and the number
of samples for each family.
B. Evaluation Metrics
We use accuracy, precision and recall to evaluate our
experiments. We calculate the performance measures as
follows:

TP + TN
(5)
TP + TN + FP + FN
TP
P recision =
(6)
TP + FP
TP
Recall =
(7)
TP + FN
In these formulas T P is the true positives, T N is the true
negative, F P is the false positive and F N is the false negative.
Accuracy =

TABLE II
ACCURACY OF M ALWARE C LASSIFICATION , USING RP AND D IRECTLY
C ONVERTED I MAGES (%)

Using RP
Using Direct Conversion

Best
Accuracy
97.3
97.4

Mean
Accuracy
96.8
95.7

Standard
Deviation
0.2
7.0

C. Experiments and Evaluation
The system is implemented in Matlab 2019b. All experiments are conducted in CentOS Linux 7 (Core) on a node
of 8 NVIDIA Volta V100 GPUs, 16GB/GPU memory and
192GB RAM. The malware sizes in the original dataset are
not the same. Thus, for the purpose of CNN training, they
are resized to 4096 points by downsampling the binary files.
Application of RP with m = 3, τ = 2 is utilized to obtain RP
images of 4092×4092. The RP images are resized to 64×64
for CNN training with bilinear interpolation. Figure 4 shows
examples of malware RPs of all of 9 families. We observe
that malware samples that belong to one family are visually
similar ( i.e. show similar occurrence and recurrences ) and
are different from samples in other families. The reason might
be that malware have similar behaviors in the same category
and thus include similar components.
The size of the 2D filters in the convolutional layers
is wk × wk , k ∈ {1, 2, 3}. In our experiments w1,2,3 ∈
{3, 5, 7, 9}. The stride of filters in the three convolutional
layers are s1 ∈ {2, 4}, s2 = s1 /2, s3 = 1. The number
of filters are n1 ∈ {8, 16}, n2 = n1 ∗ 2, n3 = n1 . The
number of neurons in the two fully connected layers are
N1 ∈ {250, 350, 450} and N2 = N1 /2 respectively. The
number of outputs of the softmax classification layer is the
same as the number of malware classes in experiments. To
determine optimal combinations of the aforementioned CNN
structural parameters, a parameter sweep is performed. Then
simulation of CNNs with the optimal structures are performed
using shuffled data for both training and testing. 80% randomly
selected data are used to train the CNNs, the rest 20% are used
to test their performance. Zero padding is done in a way that
the output of a layer has the same size as its input. CNN
parameters are updated using the stochastic gradient descent
with momentum algorithm with 0.6 momentum. The initial
learning rate is 0.01 with a drop rate of 0.1 per every 20

epochs. The maximum number of epochs used in the training
is 45.
Table II lists the best and mean accuracies of the CNN
with the optimal combination of CNN structural parameters.
For the purpose of comparison, accuracies of using images
converted directly from executable binary malware files are
also listed in the table. Results in Table II show that even
though the best classification accuracies of the CNN with
the optimal structural parameters are close to the results of
using directly converted images (97.3% vs. 97.4%), the CNNs
using recurrence plots have a higher mean accuracy than the
CNNs using directly converted images (96.8% vs. 95.7%)
with a much small standard deviation (0.2% vs. 7.0%). This
demonstrates that the RPs represent the characteristics of
executable binary malware files better than the directly converted images. Our approach yields more stable classification
accuracy than the method using directly converted images.
The better performance of classification using RPs is also
confirmed by the classification precision and recall, listed in
Table III and IV respectively.
V. C ONCLUSION
In this work, we propose a novel method to use recurrence plots for the convolutional neural networks in order
to classify malware executable binary files. The occurrence
and recurrence behaviors of programming components in
binary malware files are determined by the tasks a malware
program performs. Hence, recurrence plots can represent the
characteristics of malware programs. Executable binary files
of malware are converted to two-dimensional recurrence plots.
Convolutional neural networks with three convolutional and
two fully connected layers are trained to classify the recurrence
plots, thus malware executable binary files. Experimental
results show the proposed method yields higher and more
stable classification accuracy, precision, and recall than using
directly converted images.
In the future, we plan to apply and evaluate the proposed
method to other malware data sets. Furthermore, we plan to
perform more grid search to find a better and possibly deeper
architecture of convolutional neural networks as researchers
have shown that deeper CNN systems reduce the error [29] and
improve performance [30]. Another possible future direction
is to explore the performance of existing state-of-the-art deep
learning systems based on transfer learning. Finally, another
interesting future direction is to examine how the application
of recurrence plots can be extended to dynamic analysis
techniques where malware is executed in a sandbox and its
behavior is captured and analyzed.
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TABLE III
M EAN P RECISION OF M ALWARE C LASSIFICATION , USING RP AND D IRECTLY C ONVERTED I MAGES (%)
Malware Family
Mean Precision Using RP
Mean Precision Using Directly Converted Images

1
94.4
92.4

2
97.3
96.4

3
99.9
99

4
96.5
95.6

5
98.8
96.7

6
91.9
88.6

7
97.0
97.8

8
96.3
94.2

9
94.1
93.5

8
89.9
89.3

9
98.1
96.6

TABLE IV
M EAN R ECALL OF M ALWARE C LASSIFICATION , RP AND D IRECTLY C ONVERTED I MAGES (%)
Malware Family
Mean Recall Using RP
Mean Recall Using Directly Converted Images

1
95.9
93.8
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